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Represents emails blockea at the email gateway , usually for
more granular leveis\of malicious activity such as scripts in
emails or conitent not aligned to TMR's policy
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Represents tiles biacked at the endpoint to be suspicious in
nature, these may nct ke delivered via email.
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Emails assessed as legitimate and processed through the
permiter technology controls.

Spam/Phishing (Blocked)
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Emails detected as malicious and unauthorised to enter TMR's
network. These emails are blocked at TMR external perimeter
based on general Threat intelligence

Total
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Phishing and Spam Emails Reported to phishin;
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Emails assessed by the user to be suspicious in nature. Some of
these are emails that are not identified by other controls
potentially because they are new viruses not previously
identified by companies such as virus vendors. Effective user
awareness programs support to the overall security posture
with defences at several layers.

Security Breach
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Internal Reference: S12017-062

This breach resulted in unauthorised and malicious use by an
entity who successfully obtained two TMR users credentials
and used one mailbox for unauthorised activity. No evidence of
information leakage was noted but the entity used the account
to phish/spam other users using a TMR account.

Remediation:

Impacted internal users contacted and advised to change
passwords.

The malicious form was blocked. Emails from the compromised
user were blocked internally.

AusCert advised

Malicious Form is now providing a 404 Error
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